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0528 1 Keynote Address — Philippe Chalon, CIO Total E&P

According toChalon, although ‘we all hate to speak abmut own security there is a lot to be gained by
this kindof exchange of vews. Securitys a comern for all of usTotal has been workingna global
securityplanthis year involving a change of dirgen for its security strategyChina Wall’ peripheral
securitycanmake life had for joint venture partnersservice providers and Total'nomadic staff. Total
deplgys a hetrogeneous IT environemt with varias tools including a coipany-provideddesktop, home
PCs,mobile PDAs etc. All of which are operatinganworld that $ getting ‘nore and rore challenging
with hackers, viruses etcTotal has opd fora three conponent security architecture as follows:

1) Secure data centesdth four securitylevels ad information clasified and stored according to its
securitylevel in ‘vaults, ‘lockers’ or on‘shelf’. It hasproved a rgjor challenge to classifsl data and
docunent, which requires agreeent with businesses.

2) Secure ddgop, ‘self secured’
3) Encypteddata flows fromstore to desk.

Today there is no longer argifference (except foperformance) &#ween the internet and the secure
companyintranet. A user mabe insideor outside th canpanyor on a nobile device. Access is granted
according taa user profile and the trust level of thevide. For instance,qu cant get at resefe data from
the public nternet in an airport!

0528 2 Securing core E&P processes — Olivier Le Peuch, president SIS?

LePeuch agreed with Chalon, ttag firewall around evergonponent is not agution.” You need to
secure processes, hot qunents. Technology priders ae there to develop a reference architecture. Last
January’s SP. Digital Securiy in Oil & Gas Confegnce came to three conclusions. There was a strong
recanmendation to create an indyssecurity bodysponsored byhe SPE or another orgaaiion. This ha
not happeneget. Le Peuch hopes that befdhe next SPE SecwyiConferencave will havebegun
samething.

From SIS’ perspective, the reses/mmanagement pro@ss croses thee deparhents. We need a security
centric archiecture, integrated standardizagdrkflows, identity(ID) and accesmanageent. One
significant SIS initiative is securityenabled workflowbased on an infrastructure of identitapping, a
public key infrastructure (RI), directory servicesrad role designation. A kered approach supplies
applications and data to aafs portal. Hostinghis kind ofenvironnent is a best practice’

What is changing®ecurity renains a bp IT spe&d priority (Goldman Sachs CIO Survey N@Q05).
Upstrean operations are taeleating’. There is inceased attention on oil andgyfrom both regulators and
investors. All of which reans we needbtincrease prductivity by workflow opimization — and we need to

2 Schlumberger Information Sdutions
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enhance application and collaboratgacurity. The oil and gas rigkofile is unusual. The biggest challenge
is the joint vature (JV). JVs require deixible IT achitecture. Hitorically this has been addressed with
‘one-off’ solutions — one on one, VPNfiastructure duplication et

But the emergingaradign of ‘federated identyt managenent’ (FIM) is a possible solutiohere. FIM can
be viewed as layer of shaed ID and accessanagenent, leveramg existing credentials and defining
secure charabs between users and entitled resourcés.idea is to create secure, stréaet collaboration
and to elinmate riskythird party ID manageent. TheFIM timeline sees SAMLL.x andLiberty ID-FF
(now) moving to SAML 20 2006. As tothe wayforward, ‘we need to forma bog to standatlize and
certify security across the indugtr Le Peuch suggeststechnicaivorking body to design and vet an
industy-wide solutionfor collaboration gcurity.

Petrotechnical applicatiosecuritycurrentlymeans thtfor three applications, there will be three security
systems! Wedo recognizeéhe need for a noiti-application envionment. To enable securitgr this we
suggest anove to an application acsgplatformfor authenticationaccording tgolicy management,
operating gstemauthentication and gfications hangig off the securig platform We want to publish ah
share this serity API with industry We plan topublish this as opn source and prade sample
applications.

0528 3 Government and industry cyber security partnerships — Don Paul, Chevron.

Paul described the increasingdial intensity’ of theindusty. A refinery produces 1TB/dagf raw data
from perhaps30,000 1/O points and 75,0000atel codficients. A large offshore field produces 10 GB/day.
A subsurfaceroject portfolio is contained in aroudgd00 TB. InChevron, active storage amountter
2,000 TB in2005 (it was Jimes less 10gars ago). Bevron btals sane 4 million transaction and 2 ittion
emails per day. Corporatata storage is growirgg 2 TB/dgy — and this is ‘rot nearlyerough.’

Historically, enterprise, engineering &8s and R&Dtechnoloy were three different syens. But todgy
users and data flows crosk three domains. Evetlying is conne@d. Eveyone,CIO, CFO,CTO and the
business needs to get along takemsectity work. If you are a ‘theat generatoy’everyone igxposed. This
is not a battle to be foughhd wonjt is a continuougngagerant. Doingnothing is not amption, ‘staing
the sane means declining scurity and increasing risk.’

Government and industpartnerships arariportant Government R&D can help because government faces
the same prablems as industrylndusty needs to dialg with the US Department of Defense (DoD). Because
of the gldal nature of theridustl, we share National Securipyoblems.

TheInstitute for Infornation Infrastructure Protectiofi3P) is a wo-year-oldgrouping of ten institutions
that performs R&D on SCADA security in oil agas. Linking theoil andgas industy (LOGI*C) is a US
Deparment of Haneland Securitf DHS) Science & €chnology Unit sponsored peajt to improve security
and reduce vulnerabilities of pipelines etc. Mens nclude Chevron, BP, SaredNational Laboratories and
SRI International. The LOGIC2C correlation engivas analgedabnornal events over a 1&onth period
on a 10,000nile Chevron Pipeline SCADA netwlkarThis has 120@evices, 50@oints ofentry, is 95%
unmanned ad urder central network control. Thgectusedmulti dimensional data anadis and a ‘best
of breed’ LGGIC2C correlation engind.he project inestigated a possibleutti pronged gber attack over
a period of tine with feints etc. The technique is dpgble to digial oil fields now and later to cqutex
SCADA systans that inteface with theoutside world asleployed in refineries iad merketing. See also
http://www.nipc.gov/

Q&A
What are the securitysksin these envisnments?

Cyber tireats are likelyo be multi dimensional — ey could hvolve someone altering data tables in
a refinery with potentialy catastrophic consequences.

[Shell Whatstandards areneeded for security®/e n’t wantto make security too easy!

This is a tradeoff. You can’tgioutall your heterogesous control gstens like you nay do with
components of a desktop c@uter. You need tmtroduce securitgonponents into an environment
with multi-generational sstens. There s a keyneed to be able taddressnulti-generation devices.
And we need standards for validatingyides. Standards are crucia
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0528 4 Implementing Process Control Security — Justin Lowe, PA Consulting® and lan_
Henderson, BP

Improving the securitgtate of procesatrol SCADA sytens ‘is not a diet but a change of lifekty In
old days, procesxontrol systens (PCS)were clunkybut resilientand there was no chancehacking then.
Today, DCSand SCADAare all mplemented on Winteand increasinglpn internet protod (IP) standards
and share the securitisksof such gstems. Excephat fewersecuity measure exist for thisspecialist
hardware. Even ameergency shutdown sgtemmayhave an IP interfac Wireless sgtams may offer
remote acess(for maintenance). All with conconitant securityrisks. After the Nmbda wom, BP now has
a Chief Information Security Officer (SD) responsibldor digital security Lowe asksare DCS systens at
risk todgy? In the past thee wasa sepaation betwer IT and PCS. In fact the engineers didaiwvays get
on (there was even outrighostility) with the IT depament. The problentonfronting Paul Brey (Chief
Information SecurityOfficer BP) was the 400 PCS sit@ hese aredterogeneoudrom small b huge, and
were resistant to IT ‘interference’ in cooitsystens. A group cengr of excellence was established with
individual business-owneiditiatives. BP has ‘builtexuity into PCS engineerslay jobs.” Securitytools
and cookbok have beenelelopel alorg with onine training.

Risk assessment inwad measuring thenmipact of ‘gemric scenans’ such as the loss of all Microsoft
machines, alUnix, all IP or all Ethernet (subsequéatattack byworms and viruses). This helped evaluate
the strength of solutions and established aesofifrom zero to five padlocks.This scale ‘allavs the
securityposture to be articulatedduring the pile, Lowe met with lan Hendersn, a PCS engineer who
became a convert to the cause amyead to his curnet position ofAdvisor, PCDigital Security, for BP. la
Hendersommet with the PA Consulting specialigise norning. By lunchtime he was ‘pulling out
modems! BP buys all its cntrol g/stems so we nedd engage with vendors have securityuilt in. We

also have tiesvith Microsoft and Sgnantec who advise on threats to IT gmdcessontrol systerns.

Current threats are mamunicated ly email and telghone aud diallers. Actionmayinvolve disconnecting

the PCS from IT sstens. The PCS still operates, gilnps, and refineries refenIn 2004, B initiated
vendor accreditation fomévirus, security patches and seeurenote access methods. Patches used to take
6-9 nonths to inplement.This is nowbetter but stilivariable across vendors.r8lated issue is the fact that
it takes fran 10 dg/s to narly ayear for a securitpatch to be acedited. But there wass big inprovement

in 2005 and now anti-viruagcceditationis widely acceped and standard on somestgms. P@hes now

take day instead of weeksSone path in under aay. It used tde said thayou cant patch SCADA.
Actually you can,maybe faster than IT stens.

BP contributs to standards like ISA SB%nd API. B also works with governemt organizations like the
UK NISCC, the Europea@ommission and the US Depanent of Hameland Security. BP ialso working
with BCIT on securitytesting §ee belowespeciallyon the Java ‘Achilles’ valerability test patform

After security testing, what to dbyou find a vuherable sgten®? You shoul contact the vendor amggive
themtime to fix it, then appt thepatch. But it is harder to patch a PLiBan a Windows desktop. Yoray
find that flashing the EPR® causes thdevice to stopvorking! You cant expog vulnerabilities to the
public. Penetration Testing/Bd ean testing of control sgtens is rot permssible on a plant because of the
potential danger of succdsl penetration. ‘This is n@mail outage orystemn downtime.” BP’s approachs

to test a PCS in the vendofacilities, at the end of AT before a gstemis shipped.

BP perfoms security'health checks,site audits, mrsenting the results as a spider plot. This allows
refineries to be aoparedwith each other. What'next? More firewalls,more IT in PCS etc.

0528 5 Testing PCS security — Eric Byres, British Columbia Institute for Technology.

Byres asks, ‘what is the likelihoa@hdwhat happeng someone hacks a PCS?PA (REFERENCE) white
paper sorts out the facts frahe urban mths. ISIDis an industrial securitincident database with
contributbnson 103 incidents from17 conpanies in oil & gas, pwer etc. Inciént reportingstarted getting
busy in 2001and grew thougR003 (theworst year).Initially, mostincidents related to internal causes
(accidental)But in 2005, hey are now roastly ‘extemal’, coring in over the WAN/businessetworks
‘straight thogh the firewall,’or as direct IP connectig, VPN, dial up etc. Many, perhapsst firewalls

3 Joint presetation with lan Henda'son, BP.
* Programmable Lagic Controller.
® Faciory AccetanceTesting.
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are incorrecit configured According toa stug by Avishai Woof, 80%of corpaate firewallshad gross
configurationerrors. Even a well configured firew#lnot enogh. The Slammer worrgot irnto a nuclear
plant through its T1 line. Routes to SCADAsgyns include VPN, laptops andMil controllers (via dialup
modan). Now the hacking comnomity is starting taget interested in SCADA, with presetitans at the
Toorcon D05 hacking caference. In particular, the Goos®tarcol of thepower industy was the subject of
a presentation on ‘SCADA Exposédaly Mark Grimesof SAIC. Tre bottomline is you cait just install a
PCN firewall and forget about secwritPerimeter defense is not enough. Planteed hardening with
defense in depth.

The probing for vulnerabilities approach doesn’t vikdn a plant. One operator scanned a r@bmat the arm
started swinging around.MASS scan performed @food nanufacturers network caused PLCs to crash
and lost $1 million oproduct. In a gas utijita consltant locked the SCADA network, shutting dovine t
facility for several hours.

SCADA systans are beginning to interest hackers. Themmarketpressure tanake everthing talk to
evernthing MODBUS, T®, HTTP, some 20/30 protols. Whilethese are testl fromaconpliance
standpoint, iis less akar tow such sgtems would react to a denial of serviceaak. In fact products are
shipped andleployed withserious flawsuch as inherent protocellnerabilities.

Quality Assurance (Bses’ specialty is about findirg vulnerabilities before control devices are depdy
Byres advocatesmulti-pronged apprach, profiling br vulnerable services, known flaw texli resource
starvation (DOS attackdyollowing aDOS, devicesnaystop and never stargain. Other tests include
buffer overflavs and ‘fuzz testing,” semag mangled packets. In 20 BCIT tried to @ this for amajor oil
company, a task that requied 30-40different conmand line dols D test a device. So BCIT developed its
‘Achilles Protocol Vulnerabilit Test Patform (for BP and the US Government). Thislesds test tools
like NMAP which becme plug-ins forAchilles. Sk health check ‘watch dog'rpjects have been
completed. The linited testing to date has identdi&0 critical vuherabilities. Operators need ammum
securityassurance level for individualdees. The ‘cunchy on outside, softi’ chewy on the insidemodel
is hot gmd enoudh.

Q&A

The move from isolated, dieated systems to Wows-based internet coected systems appears to
have brougha lot of probems. It sounds as thaudT has a ¢t to answer for. Do the benefits
outweigh theisks of connection tde public internet?

When BP’s gstens are unplugged froitine internethey still run.
This needs tbe looked at@nnectionby connection BCIT).

In the past, vendors have been involiredecuity. But after a couple ofears, nobodyaned
certified devices. You caaio the right thingbut it ishard to get evenne to cooperate. We ed a
‘common criteria’ based systeriike themilitary.

The Achillesis ‘common aiteria’-like. Perhaps weeed a TUV-Ike official standard (as used for
safety. BP is building securitjnto itsprocuement process and will onbuy systens thathave
passed the Achilles test.

0528_6 Secure Joint Ventures — Mike Reddy, CIO Chevron International E&P.

There is incrasing demand for accgag Chevron IT@sources byoint Venturgartners and other third
parties. Current securityiethods are labor inteng and provide only ‘course grainesicuriy. Reddy
described a Federated Ideptilanagement Technologyroof of mncept test undertaken thisar by
Chevron, Schlutmerger, 8n, Microsoft and others. Fe@d¢ed identityis a standards-baseteans of sharing
an identiy and entitlements across different dons— as bewveenJV partners and their coastors. The test
was performed across 30 servers wigterogeneous federmati technologies. Thiest ran with Chevros
web-based ‘Qerational Excellencegpplication and Schlubergers Petrel. The daonstrator showed that
seismic interpretation could be performed across thediteising Citrix thin clents. Standard Microsoft
Office and web-based applications can be shamadaky today — although rare support isdrthcoring

with Microsoft's Lorghom/Vista sener. Computer Associate€Trust SiteMinder 6.@&lso ra. Reddy
concluded thiawhile federation services cawelp, the will not solve everthing.

® |IEEE Computer Magazine June 2004.
" Process @ntrol Network.
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0528 7 Security and disaster planning — Don Moore, CIO Occidental Oil & Gas

What keeps me Don Moore awakienight? Securitgnddisaster recoverglanning. There has been a lot of
focus aroundhis in the patsyear, with a brainstoing session todentify potental securityproblems.
Thesemight include a tornado on Tulsa, geologiealies (Ecuador-volcanic agty, west coast
earthquakes), geopoliticgyerilla activity) and terromstthreats (a ity bonb inLA) etc. ‘We operate in
dangerous plzes.’ Disaste planning is now a full-time job in IT.

Hurricane Rita put OXs planning o thetest. Houstorms Oxy’s largest office. Wh Rita, Oxylearned a lot
about shutlown, business recoveegfc.Houston-basednployees were conceed for their personal safety
following what happened in New Orleans. foyees sirted disappearing, shuttingseems down in the
middle of noving data. Threenillion people tried toéawe Houston at the satime. It was takin@7 hours
to cover the 220 ifes to Ddllas. In general, whil©xy’s disaster plans workelysiness continuation ‘did
not work well at all.’"Business continuation is directatiprotectingorporate 1P, mst of which is digital
these day.

Q&A

What are you doing to fix these probkm
We are tighteningip on security, auditstc.
When have youahe enogh?

We thoughtwe had before Rita. But things didiigjo according t@lan. We have gotten helppm
outside. Congltants have done a great jolamagng firewallsetc. But we will never be through.

Shell also uses outside people.

0528_8 Security in the automated company — Ibrahim Lari, Dolphin Energy

Dolphin Energyis a UAE-based JV beeen Oxy Totd, ADCO and operates @ar’s NorthField. Dolphin

has conbined IT & DCS over the fieldinking plart automation with its ERPystems. Plant autoation
applications are integrated for production acdimgn mass bahceetc., easing decisianaking. But

securityis anissue with 200 plus switches in the pldhtvas diffeent with old gyle DCS thatvere hard to
penetrate. Dolphin isndetaking a riskassessment @CS penetration etc. These are ‘serious challenges to
the autorated conpany.’

0528 9 Global identity management — Edmund Yee, Chevron

Chevron is dploying a canmon inagefor its Windavs desktops with autoatic update anén enterprise
securityarchitecture. This involves all &is — emloyeescontractes, 3rd parties, JV partneadl have
managed identities as users and iastrators. Devicg and services (applications) also have IDs. All
business processes use IDs (line of business, SAP, Orathork logon, applications etc.) The idea is to
‘unify and sinplify physical and logical acas witha single corporate IDard.” This provides a single
common process for authentication. Thirst result isa reduction in Helpdesk costs where Hfel issue
was password management witloat3000password resets peonth globally (at $20-40 a tine). The
project is also designed tasemerger ad acquisitioractivity. It also offer ESS&and Web ESO single
sign on where needed. Shslidentitymodel hasa MetaDirectory and HR syst@ at itscore. This is
surroundedy directoy services along with a ‘provisning workflow.” Outsideeventhing isthe Active
Directory. Authentication pug-ins havébeen devieped for specialist applications such a&&

A desktop enforcesmt tool (Windows o) is in trid and an emegencyaccessool for lost authentication.
The plan is to get rid gfasswords nextear ascritical canponentsecane available. Role-based access
control (RBAC) is defined in the Directariometrics authentication is available for spegedups. he
project was difficult because afultiple stakeholders HR, IT facility, Conrpany. Shell has built identical
test/production structures and data cont8ecuriy is about pocess and it is important for an outside audit
companyto check for security flaws. The proof obncept on immature technologias a challenge. Many
competing vendors wanted to be ‘Higbehind the Windows GINA.

8 Enteprise shgle signon.
® Wincbws ‘Graphical Idertification andAuthertication’ tecmology.
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Q&A
How do youdo emergencgccess?

Today an emergencgardcan be activated thrgh aphone call. V& are working with Microsoft
and RSA to dvelop a longermsolution

Can you quantify benefits as to casta reduction in security incidents?

The main benefit is in card issuance péyees look at the card as their corporate ID. lghen
more seriousy and lost les Passwordesetsare dow.

What is special abut tis to the oil ndustry?
Nothing.

0528 10 Large scale smart card deployment — Ken Mann, Shell

Shell's IT Infrastructure Refresh Project begard @99 and ivolves 120,00 users in 13%owtries at 1200
sites. It has reduced the cost of deliveringsktbpby 50%. It is basedroundwindows 2000 and Active
Directory. Email is encrpted on tle fly dependingn its conidentiality level. A Smart Card-based solution
‘gives preferenceto Microsoft-based products. &toriginal goal vas to build an out-ofde-box
infrastructure ‘without engeering.’” Butit ‘didn’t quite work like tis althoudp much was alreadyn the
operating gstan. Like others, Shels moving fromthe ‘hard perimeter, soft interiosecuritymodel,
moving secuity down. Any device tringto connect will have to pass amiber of tests. ltmay be restricted
to guest internet acsse or full accesif all its pachesand anti virus are up to @a Schlurberger
Information Solutions is ttake this srart cardmanagement systan (SCMS) tomarket. Micosoft is
‘pushingsmart cards hard.’ Both Shaiid Schlunberger are earlgdopters.

0528 11 SCADA risks & vulnerabilities — Mark Logsdon, UK NISCC
COTS? hardware and sofiare has let hekers into wateand electiity supply ystems — notably with a
denial of service (DOS3ttack on Israel Electric Corfn general, terrorim-related incidents are ‘probably
under-reported.’ There are risksindackers and pivically motivated individuals. Today, S/SCADA
vulnerabilities are ‘widelyunderstood.NISCC has set ua nunber of information exchange with regular
discussions of threats and vulnerabititi¥endorsincluding US fims allow NISCC to manage
vulnerabilities in their sofivare and to share theformation with menbers. NISCC, alongvith PA
Consulting hapublished ayood practicguide — see links below. Threat intigation is also a large part of
NISCC'’s work, studing themodus operandif hackers and othergups. Corpanies shoulésk ‘would
you recognie an attack/intrusion?’ The answer i®pabl not. Logsdoropined that eventually, PCS will
‘merge and be subsumeddrthe ITdepartnent.’

Links

NISCC SCADA Portal

SCADA & PCS firewall kest practies

SCADA secuity policy best practice

NISCC Warring Advice Reporting 8int toolkit - WARP

Q&A

How sure are you that there will be/has been an attack on a PCS?

There are exaples in the UK and elséhere of PGS attacks. Theswere disussed at a remt

Birminghamhacking conérence, caing fromcriminals using ‘haking tools for hire such as a

botnet for ODS. It maybehard toknow it is happemg. This is ulikely to resul in a ystemcrash,

more likely the am would be to steal dat¥PR issuesr spyon M&A activity etc.

Is your own Portal secufe

Yes.

0528_12 The developing laws of cyber security — Jeffrey Ritter, Kirkpatrick & Lockhart Nicholsen
Graham

Companyportals ‘store exence of failureand nay represent ‘ssnmaryjudgment evidence against the
company.’” Many rules andegulations govern lausiness and all peesent potential points &dilure.

10 Comman off-the-stelf.
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Lawyersmay even perpetuate busineassfficiency. Ritter proposs a new ‘ssternrs law,’ bringing the
communitiesof law and technology/secuyitogether. Inaddition © ‘legal’ rules, sywtens law includes
‘technology’rules. These are ‘the rules by whigistems ae designed, constructed and operated at alll
levels of their architectureThere is a hierarchgf technologyrules, fromcompany business rules and
computer codes, to the infrastructurecktécomparalbbe to the teleconstack in fact). Standards aresential
to achieving trusted information exchange acomssmunitiesat al levels of conplexity. Standards are ‘the
language oflsared knowledge.’ Ritteadvocates replacing the ambiguiff ‘legal law’ with well-defined
‘systems law’.

Q&A

Is it possible to have zero risk?

No, butyou should manage toward this...

Please give some examples of aggtile standards.

HTTPS — thids never spedid in legalagreements

NISCC is in the game of ensuring tistdndardsare secure. IP stack, next generatiogtworks.

Do you haveshining examples’ elsewhere that sleould be emulating? Of msic rules in
hardware enablingrusted communities.

E-payment is a good example of an industiipven commiinent to securityZero day settleemts

are a possibility. Also thAmerican Clemical Saiety has developed ISO standards as condition of
memnbership. Merberscommit to the ISO 17®standard in aditable framewak. The US
Government gives favorablessiment to nembers ofACS.

[Herb Yuan | hear some dissonance g industry which is notdown for its adherence to
standards -er for changem general. Im chairnan d POSC andesponsible fostandardsm Shell.
What force and in whatrtie frame do yosee us moving tdits aspired state?

A Japanes sudy denonstated the relatinships beveen rules of network andles of law. With

the passage of time, wwnunities formand growpuilding on the dles. There isspontaneous
generation'of competing standards to figaps Standads can be seen as copuey a conpetitive
advantage. The global mrimation society will noprevail withoutstandards and rules. The question
is, ‘who will write the rules.’ If corpanies don’tgovermment will. Today, a lack of infornation

quality is impacting network use.

0528 13 Sarbanes-Oxley — Chris Wright, KPMG

Following themajor capital scandals oEnron and the li&, peoplecould ro longer relyon bdance sheets.
Paul Sarbanes and Michael Oxleyct was designed restore faith in copany accountingeven ifyou
don't work for a canpanywith US shareholders, ¢hreporting standards are spaéng. Sarbanes-Oxley
(SOX) aka sction 404 is specific to aompany s controlsover itsfinancial reporting (aghonly this— notall
internal controls). SOX only addresshs financialreportingof COSO Franework. Three IT areaare
impacted: 1) Trust CIO, IT strateg®) IT contrds, anew scope wsmandated by CAOB and 3) Process
controls, with three-waynatching of invoices. e conpanies thoughthat if accounting was outsourced,
it was ‘nothing to do withus,” but conpanies cannatlelegate responsibyitfor control. Note hat SOX
stipulates that IT shouldnhave acces®tive financel data. So some ogpanies have put amitoring in
place and then had nasiyrprises as to who couldeséteir financial infornation. Change rmnagement is
also an issue. Business continuitgnagement is speifically excluded fron5OX because ©X is not
concerned about the fue value of assets. ‘SOX ibaut he 31siof Decenber.’ It does cover a copany’s
ability to backup and restore financial data, to eaghat a transaicin has comleted, been properl
recorded and authorizeldote that nine ampaniesin the energyand utilities sector failed SOX. B® was
‘Creative @counting,’ butfor IT, the problenwasmostly acces and control. eful resourcginclude The
IT Executive’s Best Piice Guide to SOX a Gartner White Papér See alsovww.itgi.organdCOBIT's
goodpaperson SOX demyment. This incidentall ‘has put an eshto the wg manype@le use
spreadsheets.

Q&A

[OXY] We have spent a lof time on theoutside ad are now looking at the inter, accesscontrol
etc.

11 Seealso the SOX Dolkit.
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http://www.gartner.com/DisplayDocument?doc_cd=129814
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Yes one cmpanyhad2,000 users whbad left butwho were still on theystem — a bigpotential
threat. SOX has changedarenas of this.

But a lot of time is wastezh systems #i dan’t refer to SOX. Howdo you ring face SOX?

SOX is not HSE. It is about siens thatareused to produce financial infoation, especially
around reserves. You need a top-dowpraach to se what mpacts financial nuivers.

How do youmanage access for database and system administrators?

With a two-part passworand twopeople responsible for sensitive parts of treteay— and by
logging whatwas done $pwhom

0528 14 Compressor health monitoring — Nick Bleech, Rolls Royce

Rolls Royce (RR) conpressors are widegt used inoil and gas. UniHealth Monitoring (UHM) of these
massive units trandts real time information badio RR for predictive & pregntative naintenance60
UHM-capable units have been delivered to daterin&tion goes over the internet — so a secure solution
was requiredThe UHM servemust be able to shutown withoutaffecting operations. IPSec (IP security
has been added to the UHM network. This uses tifacithentication. All parbf ‘deperimeérization’—

the tem came fran the Open Group 2002 Jerico Forumhefining a set of standards for sexuse of the
internet. Thiskind of appliation needs standards, commpolicies.There is alsahe ‘trend’of the senantic
web, describé by Bleech as ‘anove to a genuinelyseful wayof sharing and discoveringnformation.’

ISO 27000 series also ran. UHM fillustrates thevitabiliy of deperineterizatian.” See
www.jerichoforumorg for more on shared trust forums.

Q&A
[ConocoPhilips] Deperimeterization could confligiith the customer'siew. What if they say ‘no’?

We bear the hit of blding an authenticatedrik. We @ this already for custoerns without a
network.

0528_15 Microsoft security in manufacturing — Ron Sieliski, Microsoft .

There is a tradeoff between usalilisecurity and cost ‘You getto pick two.” Microsoft is working on ost
effective soltions to he oher two issues. The Manufacturing Auotation Proteol (MAP) was ‘forced on
suppliers ly the autonotive industy’ and is ‘exorbitantly costly.” Hence thanove to low cosOLE for
Process Control (OPC). The other side of the cdihasincidents reported to CERT, such as DO8ade
to gystens ard loss of datare growing exponentigll In 2004 therewere samany incidents that CERT
gave up recordindiem But ‘there is n@oing backon comnodity technoloy for connectiviy.” This gives
‘great visibility of the nanufacturing processAccording to a Gartner studg‘Microsoft will dominate
plant floor for the renainder of this decadeThe same goes for pipelines and other energiesg.
Operatorsnay still run DG5, Windows3.1 andd5 which are no longer suppodeA straw poll of the
audience revealed thatrae (Baker) still hav®0S, Windows 9%unning —others ‘don’tknow’. One
reason standards bodies (ISA, NIST) have a proidd¢hat ‘they abstract smuch that thg don't address
the problemi Every enviramment is unige.

On security Sielinski advocates ‘defee in depthivith multiple layers of securi. The Wndows Security
Center ‘brings it all toge#r.” AntiSpyware has been theast popular dowrdad ever fran Microsoft. A

new securityscanner is aailable fram http:/safetylive.comto scan for vulnerabiliie©neCare LivE
(another dowload in Beta) that runsd@dr/day and tells you your g/stemis clean. MerosoftUpdate is being
changed to hae everyhing in the same place. btosdt Baseline Seurity Analyzer 2.0 for srall

businesses ia Windows Server update service that helghinistrators decide on patch/update polgty

that legacyapplications can still run. Antigen seityris used for messaging. Microsoft identity and access
management leverag@séacris snart cad™, Windows Server and Active Directory derpin D

management.

Seewww.microsoft.can/securityguidance where there are ‘16,000 pagesyour perusal.Work is in
progress on amost secug configuration’for process conbl with Honeywell Invensys and SciSoft. The aim
is to ‘put he trust back into coiputing.’

2 possbly a sekctive quote- see for mstan@ this Managng Automation article.
13 Srangely ‘only awailable in the USA’.
14 Acquired by Microsoft ealier this yea.
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Q&A
What patch rmnagement tools are used for control systems?

Windows is a commoditjechnology. Itsthe same OS and sarools for process control as for
others.

Security Resources

Using OPC via DCOM wit Windows XP Service P&@

NCSP mproving Security Across theoware Devéopment Lifecycle
ISA SP99 Manufacturingral Contpl Systens Security

CIDX Cybersecurityinitiative

NIST Proces€ontrol Security Requirements Forum

ARC Advisory Group @berSecurityPatal

0528_16 Combined threats — Barry Horne, QinetiQ*®

Horne desched a ‘thought experiment’ of a ‘cdrimed threat’ (both phical and cyber) on fictitious oil
company. First the conpany website wa defaced, ahthen a white powder delivered to rpten. All
meetings wee canceléd. But the board mmbers shoved up anfiow. An anail virus arrivedand caused the
mail serves © ‘fall over’ because amultiple ‘reply to all’ enails,a‘DOS execugd on itself.E&P

databases mted, a borb on a train, theell phone nevork overloaled. The study showed how a ‘nuisance’
event maybea cover for a mre serioucyber atack. Companies shouldsk, ‘What's ging on beneathhie
noise.’ Buteven if a globaémail says ‘do not repy to all,’ people still do.

0528 _17 Technology Watch subscription information

This report las been prodied as part of The DaRoom's Technolog Watch rgorting service. For rore
on this subscription-basedrsgice pleas visit theTechhology Watch hone pageor email tw@oailit.com.
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15 QinetiQ used tdoe a part of the UK Governmrert DefenseEvauation and Research Agrcy DERA and is still prt-
ownead bythe Ministry of Defense.
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