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Those, like ourselves, who thought that security was a ‘horizontal,’ generic IT issue, were in for a surprise at 
the Society of Petroleum Engineering’s Conference on Digital Security in Oil and Gas. Information sharing 
across joint ventures, complex data types and a ‘nomadic’ population make for rather special security 
requirements. And the field of SCADA1 and Process Control Systems (PCS) as deployed in productions 
facilities, pipelines and refineries has its specific security issues, even though these are shared with other 
industries like manufacturing and utilities.  
The extreme sensitivity of many oil and gas installations means that their protection is a national issue. Oil 
and gas security initiatives roll in government organizations such as the US Department of Homeland 
Security (DHS), and academic institutions. Oil company presentations included Chevron’s work on a 
pipeline security test with the DHS, BP’s approach to SCADA security, Shell on smart cards for access 
control and Oxy’s frank presentation of the harsh reality of a true (near) disaster (Hurricane Rita). 
Over the last couple of decades, the process control industry has been caught up in a massive migration to 
WinTel-based systems. Old timers (especially from the former PCS incumbents) regret the move to COTS, 
and the increased connectivity, which is considered responsible for many security issues. Both PCS and 
corporate IT systems are also moving from a ‘China Wall’ kind of security with an ‘impenetrable’ exterior 
and a ‘soft inside’ to ‘security in depth.’ The idea is that security at a very detailed level of granularity is 
what is required for modern systems – especially if they are to connect and share entitled data with other 
organizations. This ‘trend’ is known as ‘deperimeterization’. Of course many companies are reticent to 
breach their Chinese Walls. One subtext here is the degree of access that will be afforded to vendors and 
contractors who may be pushing harder for deperimeterization than some CIOs.  
Enterprise security is about firewalls, patches and anti virus software. With deperimeterization, the same 
issues are appearing on the plant floor. Various techniques that can be used to probe and test the security of 
a desktop or server may put peoples’ lives in danger if applied to a plant. Patching and updating software in 
a live plant requires a different approach. 
We’d like to take this opportunity to thank the SPE for inviting us to this informative conference and in 
return, offer Technology Watch readers a small plug for what will likely be another worthwhile event – the 
SPE Intelligent Energy 2006 Conference to be held in Amsterdam next April – more from 
www.ie2006.com. 
 

Highlights 
Open API for Oil & Gas security (Schlumberger)  

SCADA security (BP) 
Testing process control security (BCIT)

Pipeline security testing (Chevron)
Disaster recovery (Oxy)

Securing joint ventures (Chevron)
Smart card ID Management (Shell)

 

                                                      
1 Supervisory Control and Data Acquisition – a widely used protocol to control utilities, manufacturing plants and 
other infrastructure. 
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0528_1 Keynote Address – Philippe Chalon, CIO Total E&P 
According to Chalon, although ‘we all hate to speak about our own security,’ there is a lot to be gained by 
this kind of exchange of views. Security is a concern for all of us. Total has been working on a global 
security plan this year involving a change of direction for its security strategy. ‘China Wall’ peripheral 
security can make life hard for joint venture partners, service providers and Total’s ‘nomadic’ staff. Total 
deploys a heterogeneous IT environment with various tools including a company-provided desktop, home 
PCs, mobile PDAs etc. All of which are operating in a world that is getting ‘more and more challenging 
with hackers, viruses etc.’ Total has opted for a three component security architecture as follows: 
1) Secure data centers with four security levels and information classified and stored according to its 
security level in ‘vaults’, ‘lockers’ or on ‘shelf’. It has proved a major challenge to classify all data and 
document, which requires agreement with businesses.  
2) Secure desktop, ‘self secured’. 
3) Encrypted data flows from store to desk. 
Today there is no longer any difference (except for performance) between the internet and the secure 
company intranet. A user may be inside or outside the company or on a mobile device. Access is granted 
according to a user profile and the trust level of the device. For instance, you can’t get at reserve data from 
the public internet in an airport! 

0528_2 Securing core E&P processes – Olivier Le Peuch, president SIS2 
LePeuch agreed with Chalon, ‘putting firewall around every component is not a solution.’ You need to 
secure processes, not components. Technology providers are there to develop a reference architecture. Last 
January’s SPE Digital Security in Oil & Gas Conference came to three conclusions. There was a strong 
recommendation to create an industry security body sponsored by the SPE or another organization. This has 
not happened yet. Le Peuch hopes that before the next SPE Security Conference we will have begun 
something.  
From SIS’ perspective, the reserves management process crosses three departments. We need a security-
centric architecture, integrated standardized workflows, identity (ID) and access management. One 
significant SIS initiative is a security-enabled workflow based on an infrastructure of identity mapping, a 
public key infrastructure (PKI), directory services and role designation. A layered approach supplies 
applications and data to a user’s portal. Hosting this kind of environment is a ‘best practice’. 
What is changing? Security remains a top IT spend priority (Goldman Sachs CIO Survey Nov 2005). 
Upstream operations are ‘accelerating’. There is increased attention on oil and gas from both regulators and 
investors. All of which means we need to increase productivity by workflow optimization – and we need to 

                                                      
2 Schlumberger Information Solutions. 
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