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The oil and gas indus t ry  i s  f ac ing  increas ing  pressure  to  improve  
opera t iona l  and  f inanc ia l  resu l t s ,  wh i l e  con t inu ing  to  mee t  the  
expec ted  demand  for  energy .  Use  o f  RF ID  has  been  we l l  
e s t ab l i shed  for  re t a i l  i ndus t r y ,  bu t  the  poss ib le  uses  o f  RF ID  in  
the  O i l  and gas  indus t r y  has  no t  been  pub l ic i zed  much .  
 
Th is  wh i t e  paper  exp lores  the  poss ib le  uses  o f  RF ID  in  o i l  &  gas  
indus t ry .  Increased  use  o f  RF ID in  the  indus t r y  can  enab le  the  
O&G compan ies  to  be  cos t  e f f i c i en t  and  to  be  c loser  to  the i r  
cus tomers .  
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INTRODUCTION 
 
The  o i l  and  gas  sec tor  i s  heading  in to  unchar ted  wa ter s .  The  ma jor i t y  o f  o i l  r eserves  read i l y  
a va i l ab le  on  l and  have  a l ready  been  tapped  and  companies  in  the  o i l  and  gas  indus t r y  are  
f ind ing  themse lves  head ing  in to  exp lora t ion  o f  deep  wa ter  and  very  remote  areas  o f  the  g lobe .  
The  economy  i s  requ ir ing  h igher  produc t ion  o f  o i l  and gas  to  mee t  the  demands  o f  an  energy  
guzz l ing  communi t y .  The  o i l  and  gas  sec tor  i s  respond ing  to  he igh tened  cos t s  in  exp lora t ion  
and  produc t ion  by  ou tsourc ing  non-core  ac t i v i t i es  to  ser v ice  prov iders ,  and  implement ing 
opera t iona l  exce l lence  in i t i a t i ves  tha t  can  save  cos t s .  In  the  pas t  these  compan ies  had  no t  
prov ided  a  s teady  re turn  on  inves tment  and  now mus t  use  a l l  poss ib le  avenues  to  de l i ver  
va lue  to  shareholders  through increased  produc t i v i t y ,  i ncreased  revenues  and  reduced  cos t s .   
 
Use  o f  RF ID  i s  a  ma jor  area  in  wh ich  improvement  in  the  supp ly  cha in  and  upda t ing  o f  
in forma t ion  in  rea l - t ime  can  boos t  per formance  wi thou t  sacr i f i c ing  cos t  e f f ec t i v eness .  RFID 
can  he lp  the  o i l  &  gas  companies  to  sus ta in  and  compe te  in  the  cu t - throa t  marke t  
env i ronment .  
 

WHAT IS RFID 
 
RFID or  Radio  f r equency  iden t i f i ca t ion  t echno logy  dea l s  w i th  the  remote  co l l ec t ion  o f  
in forma t ion  s tored  on a  t ag  us ing  rad io  f requency  communica t ions .  In  the  s imples t  t erms  an  
RF ID  (rad io  f requency  iden t i f i ca t ion)  s y s tem cons i s t s  o f  a  t ag  ( t ransponder)  and  a  reader  
( in terroga tor) .  In forma t ion  s tored  on  the  RF ID t ag  can  range  f rom as  l i t t l e  as  an  
iden t i f i ca t ion  number ,  to  k i lo -by tes  o f  da ta  wr i t t en  to  and read f rom the  tag ,  to  dynamic  
in forma t ion  ma in ta ined  on  the  t ag ,  such  as  t empera ture  h i s tor ies .  The  in forma t ion  f rom the  
t ag /reader  combina t ion  i s  e i ther  presen ted  to  a  human opera tor  t yp ica l l y  us ing  a  hand-he ld  
dev ice  w i th  an  a lphanumer ic  d i sp lay  or  a  hos t  computer ,  wh ich  au tomat i ca l l y  manages  the  
in forma t ion .  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
RF ID  technology  prov ides  a  qu ick ,  f l ex ib le  and  re l i ab le  way  to  e l ec t ron ica l l y  de tec t ,  t r ack  
and  con tro l  a  d i verse  range  o f  i t ems .  Th is  t echno logy ,  a l though  s imi lar  to  the  we l l  
e s t ab l i shed  bar  cod ing ,  i s  qu ick ly  ga in ing  a t ten t ion  in  the  Au tomat i c  Iden t i f i ca t ion  and  Data  
Capture  (AIDC)  indus t r y .  RF ID  t echno logy  has  the  added  capab i l i t y  o f  an  in tegra ted  c i rcu i t  
embedded  in  the   sma l l  t ag ,  conta in ing  d ig i ta l  memory  tha t  can  be  programmed or  re -
programmed us ing  rad io  s igna ls .  One  o f  the  mos t  ou ts tanding  bene f i t s  o f  RF ID  i s  i t s  ab i l i t y  to  
read  through the  tough  env i ronments  a t  remarkable  speeds  -  respond ing  in  l e s s  than  100 
mi l l i seconds  in  mos t  cases .  
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Cr i t i ca l  per formance  var iab les  in  an  RFID  s y s t em invo lve  the  range  a t  which  communica t ion  
can  be  ma in ta ined ,  the  s i ze  o f  the  in forma t ion  space  con ta ined  on  the  tag ,  the  ra te  a t  wh ich  
the  communica t ion  wi th  the  tag  can  take  p lace ,  the  phys i ca l  s i ze  o f  the  t ag ,  the  ab i l i t y  o f  the  
s y s t em to  communica te  s imul taneous ly  w i th  mul t ip l e  tags ,  and  the  robus tness  o f  the  
communica t ion  wi th  respec t  to  in ter f erence  due  to  ma ter i a l  in  the  pa th  be tween  the  reader  
and the  tag .   
 
Severa l  f ac tors  de termine  the  leve l  o f  per formance  tha t  can  be  ach ieved  in  these  var iab les .  
The  fac tors  inc lude  the  f r equency  o f  the  rad io  f requency  carr ie r  used  to  t r anspor t  the  
in forma t ion  be tween  the  tag  and  the  reader ,  and  whe ther  or  no t  a  ba t t e r y  i s  inc luded  in  the  
t ag  to  ass i s t  in  communica t ing  back  to  the  reader .   

RFID Tag types   

Tag  per formance  t yp ica l l y  re f l ec t s  semiconduc tor  ch ip  per formance ,  t ag  an tenna  s i ze  and 
e f f i c iency ,  and  whe ther  a  ba t t ery  i s  inc luded  in  the  t ag .  There  are  two  broad  c las ses  o f  t ags  
w i th  respec t  to  the  source  o f  energy  used  to  power  the  t ags :  pass i v e  tags  a re  those  tha t  
rece i ve  the i r  energy  so le l y  f rom the  rad io  f requency  f i e ld  supp l i ed  by  the  reader ,  and  ac t i ve  
t ags  are  those  tha t  inc lude  a  ba t tery  to  increase  the  read  range  o f  the  t ag .   

Read Range o f  tags  

In  many  cases  there  i s  a  sharp  de l inea t ion  be tween  the  read  range  o f  two  c lasses  o f  t ags  
employ ing  pass i ve  t echno logy ,  those  tha t  have  a  re la t i ve l y  shor t  read  range  and  those  tha t  
have  a  re la t i ve l y  long  read  range ,  espec ia l l y  a t  low  f requency  and  h igh  f requency .  L ike  many  
rad io  s y s tems ,  shor t  ranged  RF ID s ys tems  t end  to  be  l es s  expens i ve  and  re la t i ve l y  easy  to  
des ign  and  bu i ld .  Long  ranged  RFID  s y s tems  t end  to  be  more  expens i ve  and  d i f f i cu l t  to  bu i ld .  
Typ ica l l y ,  t he  range  per formance  o f  RF ID  s y s t ems  i s  de termined  to  a  ma jor  ex ten t  by  the  
reader ,  the  power  o f  the  s igna l  i t  r ad ia te s  and  the  sens i t i v i t y  o f  i t s  rece i ver .   

An t i -Col l i s ion  

In  many  app l i ca t ions  i t  i s  des i rab le  to  communica te  w i th  a  tag  when  o ther  s imi lar  t ags  are  
s imul taneous l y  v i s ib le  to  the  reader .  The  ab i l i t y  o f  the  t ag / reader  s y s tem to  t a lk  
unambiguous l y  w i th  one  tag  a t  a  t ime  i s  de termined by  the  an t i -co l l i s ion  a lgor i thm used  to  
iden t i f y  each  t ag  and  es t ab l i sh  a  communica t ion  sess ion  w i th  the  t ag.   

Tag/Reader  Communica t ion Protocols   

The  communica t ion  o f  in forma t ion  w i th  the  t ag  has  h i s tor ica l l y  been  de termined  by  the  
or ig ina l  des igner  o f  the  semiconduc tor  dev ice  in  the  tag .  These  pro toco ls  vary  w ide ly  in  the  
ways  the  carr ie r  i s  modu la ted ,  the  da ta  i s  encoded ,  read/wr i te / ver i f y  commands  are  
s t ruc tured ,  how mul t ip l e  t ags  are  read  w i thou t  in ter fe r ing  w i th  one  ano ther ,  and  whe ther  
pr i vacy /secur i t y  ser v i ces  are  prov ided .  These  vary ing  pro toco ls  have  re la t i ve  advan tages  and 
d i sadvan tages ,  depend ing  upon  the  app l ica t ion  be ing  cons idered .   

S tandards   

Over  t ime  RFID  manu fac turer s  and  users  have  t yp ica l l y  conc luded  tha t  whi l e  there  are  
advan tages  to  hav ing  severa l  communica t ion  pro tocol s  f rom which  to  choose  for  any  
appl i ca t ion ,  there  would  a t  each  f r equency  be  an  advan tage  to  se t t l ing  on  one  pro toco l ,  or  a t  
mos t  a  couple  o f  pro tocols ,  which  mul t ip le  supp l i e r s  cou ld  o f f e r  ch ips  and  readers .   
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The  RF ID  indus t ry  today  represen ts  a  dynamic  a t tempt  by  manu fac turers  and  users  to  bu i ld  
and  deploy  so lu t ions  re f lec t ing  t rade -o f f s  be tween  a  w ide  range  o f  t echnica l ,  po l i t i ca l ,  and 
regu la tory  cons t ra in t s .   
 

RFID APPLICATIONS IN OIL AND GAS INDUSTRY 
 
Use  o f  RF ID  has  been  we l l  e s tab l i shed  for  re ta i l  i ndus t ry  app l ica t ions  for  t rack ing  the  goods  
a t  d i f f e ren t  po in t s  in  the  supp ly  cha in ,  bu t  the  poss ib le  uses  o f  RF ID  in  the  O i l  and  gas  
indus t r y  has  no t  been  publ i c i zed  much.   A l though  the  app l ica t ions  o f  RF ID  can  be  l imi t l e s s ,  
f ew  app l i ca t ions  re l evan t  to  the  O i l  &  Gas  indus t r y  are  descr ibed here .  

 
 
Exploration/Production: Triggering of perforating guns inside the oil 
wells 
 
RF ID  f inds  app l ica t ion  in  the  o i l  produc t ion  by  be ing  pu t  to  use  for  t r i gger ing  per fora t ing  
guns  tha t  are  pu t  down ins ide  the  o i l  we l l s .  By  e l imina t ing  the  need  for  l eng thy  gun  gamma-
ray  pos i t ion ing  too ls ,  th i s  t echno logy  can  save  o i l  companies  a  lo t  o f  money .  Gamma ray  too ls  
a re  used  to  record  na tura l l y  occurr ing  gamma rays  in  the  forma t ions  ad jacent  to  the  
we l lbore .  E f fec t i v e  in  any  env i ronment ,  gamma ray  too ls  are  the  s tandard  dev ice  used  for  the  
corre la t ion  o f  logs  in  cased  and  openho les .   
 
O i l  may  be  t rapped  in  severa l  d i f f eren t  l a yers  o f  rock ,  a long  w i th  gas  and  wa ter .  A f t er  the  
we l l  i s  dr i l l ed ,  a  s t ee l  p ipe  i s  inser t ed  in to  the  we l l  and  concre te  i s  poured  around  the  
ou ts ide  o f  the  p ipe  for  s t reng th .  I so la t ion  va l ves  are  used  to  sea l  o f f  sec t ions  o f  the  we l l .  
Then ,  per fora t ing  guns  shoo t  ho les  in  the  cas ings ,  so  tha t  o i l  can  f low  in  and  be  pumped  to  
the  sur face .  The  r igh t  guns  need  to  be  f i r ed  a t  the  r i gh t  t ime .  I f  the  wrong  gun i s  f i r ed ,  the  
we l l  cou ld  f i l l  w i th  wa ter .   I t  i s  here  tha t  RF ID  comes  in to  p ic ture .  The  use  o f  RF ID  pas s i ve  
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t ags  w i l l  e l imina te  the  need  for  repea t  corre la t ion  logs .  On ly  one  base  eva lua t ion  log  i s  
drawn ,  corre la t ing  the  pass i ve  tags  w i th  the  we l l -bore  responses  and  each  consecut i ve  
logg ing  run  w i l l  t i e  in ,  when  the  reader  recogn izes  the  pass i ve  t ags  p laced  in  the  p ipes  a t  the  
spec i f i ed  depths .  In  e f f ec t ,  accura te  dep th  i s  measured  and  the  ac t i v a t ion  loca t ion  o f  the  
per fora t ing  guns  i s  prep lanned .  Thus ,  o i l  companies  won' t  have  to  ren t  the  expens i ve  gamma 
ray  equ ipments  and  hau l  i t  ou t  to  remote  loca t ions .  In -dep th  s ys t ems ,  a  t echnology  company  
se t  up  by  Mara thon  O i l  o f f er s  RF ID so lu t ions  for  the  o i l  we l l  app l ica t ions  inc lud ing  the  one  
for  t r igger ing  per fora t ing  guns .  
 
Crude Supply: Identifying individual pipe joints in harsh environments 

F ID  t echno logy  can  a l so  be  used  by  the  o i l  and  gas  companies  to  improve  the i r  p ipework  

y  iden t i f y ing  each  jo in t  us ing  au to  iden t i f i ca t ion  techno logy ,  a  da tabase  could  be  bu i l t  up  to  

i l  Refineries: Oil Refinery Check valve safety & audit

 
R
jo in t ing  iden t i f i ca t ion  s y s tems .  A  key  e lemen t  in  the  cons t ruc t ion  and main tenance  o f  o i l  and  
gas  fac i l i t i es  i s  the  in tegr i t y  o f  the  p ipe l ine  jo in t s  in  pressur i zed  s y s t ems .  RF ID  t ags  can  be  
used  to  iden t i f y  ind iv idua l  p ipework  jo in t s  to  ensure  tha t  p ipework  s y s tems  are  correc t l y  
a s sembled  w i th  the  correc t  gaske t ,  bo l t s  and  to  the  correc t  bo l t  t ens ion  ( torque) .  Incorrec t  
a s sembly  invar iab ly  l eads  to  l eaks  tha t  are  cos t l y  and  can  be  a  ser ious  sa fe t y  i s sue ,  due  to  the  
f l ammable /exp los i ve  na ture  o f  some o f  the  produc ts  rou ted  through  the  p ipework  s y s t ems .  
Prev ious l y ,  iden t i f i ca t ion  had  been  by  hand  wr i t t en  labe ls ,  me ta l  a s se t  l abe ls  or  re f erence  to  
drawings .   
 
B
ho ld  in format ion  spec i f i c  to  each jo in t  thus  ensur ing  the  opera t i ve s  carr i ed  out  the  correc t  
procedures  and  used  the  r i gh t  par t s  dur ing  a  new bu i ld  or  rebu i ld  o f  p ipe  work  s y s tems .  By  
record ing  e lec t ronica l l y  the  iden t i f i ca t ion  o f  each  jo in t  as  i t  was  ‘worked ’ ,  a  fu l l  t r aceab i l i t y  
s y s t em cou ld  be  se t  up .  S i gn i f i can t  bene f i t s  tha t  can  be  obta ined  over  barcode  labe l ing  and  
scann ing  are :   No  l ine  o f  s igh t  r ead ing  wou ld  be  requ ired  for  read ing  the  tags ,  permanent  
a t tachmen t  to  the  jo in t / as se t  in  ques t ion  can  be  done ,  and  RFID  t ags  housed  in  rugged ised  
encapsu la t ions  prov ide  da ta  in tegr i t y  in  the  harshes t  o f  wea ther  and  opera t ing  env i ronments .  
The  on ly  d i sadvan tage  be ing  the  RF ID  se t  up  i s  much  cos t l y  as  compared  to  the  bar -cod ing  
so lu t ions  bu t  th i s  cos t  d i f f eren t ia l  reduces  as  t ime passes  due  to  the  ab i l i t y  o f  RF ID  tags  to  
w i ths t and  harsh  env i rons .  Hydra t i gh t  (par t  o f  NYSE  l i s t ed  Ac tuan t) ,  engaged  in  bo l t  l oad ing  
and  jo in t  in t egr i t y  t echnology  to  suppor t  the  o i l  and  gas  indus t r y ,  has  used  RFID  techno logy  
to  he lp  them improve  the i r  p ipework  jo in t ing  iden t i f i ca t ion  s y s t ems .   
 
O  

i l  and  gas  re f iner ies  use  RF ID  tagg ing  to  cap ture  in forma t ion  on  pres sure  sa fe t y  re l i e f  va l ves  

 l i ve  p lan t s  the  need i s  for  100% accuracy  and  assurance  tha t  the  correc t  sa fe t y  equ ipment  

ass i ve  RF ID  t ags  can  be  embedded in  bo th  the  va l ve  and the  f l ange  o f  the  vesse l  or  p ipe l ine  

 
O
in  ma jor  ves se l s ,  p ipework and  process  equipmen t .  The  s y s tem can  be  based  on  a  t ag  reader  
su i t ab le  for  use  in  the  hazardous  and hos t i l e  env i ronments  t yp ica l  for  o f f shore  o i l  and  gas  
p la t forms ,  re f iner ie s  and  pe trochemica l  process ing .  The  equ ipment  for  RF ID  would  have  to  be  
des igned  to  be  In t r ins ica l l y  Sa fe  tha t  i s  to  be  used  in  a  l i ve  p lan t  (p lan t  tha t  i s  fu l l y  
opera t iona l) .   
 
In
i s  in  the  correc t  loca t ion  and se t  a t  the  correc t  pressure  ra t ing .  Th is  invo l ves  va l ida t ing  the  
sa f e t y  equipmen t  in  a  hazardous  env i ronment ,  and  ident i f i ca t ion  o f  correc t  pressure  se t t ings .  
Th is  in forma t ion  i s  normal l y  carr ied  on  a  v i s ib le  namepla te  or  ‘brass  t ag ’ ,  wh ich  i s  ‘ co ld  
s tamped ’  and  w ired  to  the  va l ve .   
 
P
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to  keep  records  o f  re levan t  c r i t i ca l  t echn ica l  and  process  in forma t ion .  The  eng ineers  can  use  
the  t ag  reader  to  read  the  RF ID  t ags  on  the  f l ange  and  the  va l ve  to  con f i rm tha t  th i s  i s  the  
correc t  va l ve ,  in  the  correc t  loca t ion ,  and  se t  a t  the  correc t  pressure .   The  in forma t ion  
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s tored  in  tags  could  be  more  use fu l  for  the  Green f ie ld  re f inery  pro jec t s  in  se t t ing  up  the  
correc t  va l ves  a t  the  correc t  loca t ion .  
 
When  the  user  p laces  the  RF ID  reader  (wh ich  i s  connec ted  to  the  PC)  in  i t s  crad le ,  da ta  ge t s  

roduct Distribution: Delivery movement & tracking of oil  tankers

trans fer red  to  the  hos t  PC  by  ser i a l  l ink .  Re f iner ies  have  a  s t a tu tory  requ irement  to  tes t  e very  
sa f e t y  re l i e f  v a l ve  and cer t i f y  tha t  i t  i s  opera t iona l .  Us ing  RF ID a l so  reduces  these  sa f e t y  
checks  tha t  cause  the  o i l  re f inery  downt ime .  By  us ing  th i s  t echno logy ,  the  cyc le  t ime  for  
recer t i f y ing  or  repa ir ing  a  sa f e t y  re l i e f  va l v e  can  be  reduced to  l es s  than  ha l f  over  the  
t rad i t iona l  manua l  me thods  o f  hard  copy  inspec t ion/repa i r  shee ts  and  cer t i f i ca te s .  An  o i l  and  
gas  re f iner y  in  the  US  o f  US  o i l  ma jor  i s  us ing  RF ID  based  sys tems  to  cap ture  in forma t ion  on  
pres sure  sa fe t y  re l i e f  v a l ves  in  ma jor  vesse l s ,  p ipework and  process  equ ipmen t .  
 
P  

o  cu t  cos t s  ou t  o f  f l ee t  opera t ions ,  o i l  and  gas  companies  mus t  be  ab le  to  manage  i t s  t rucks  
 
T
and  sh ipmen ts  in  rea l  t ime .  Wi th  ins tan t  v i s ib i l i t y ,  t hey  can  s t reaml ine  de l i ver y  opera t ions ,  
min imize  cos t l y  veh ic le  and  dr i ver  downt ime ,  and  op t imize  as se t  per formance .  Wi th  f l ee t  
managemen t  so lu t ions ,  deve loped  us ing  RF ID  sys tems ,  these  o i l  compan ies  can  save  t ime  and 
money ,  and  can  t rack  the  de l i very  and  movement  o f  the i r  c rude  o i l /gaso l ine  tankers .  
TransCore ,  a  US  based  company ,  prov ides  RF ID  based  f lee t  and  commerc ia l  veh ic le  t rack ing  
s y s t ems .  RF ID t ags  work  in  conjunc t ion  w i th  the  readers  to  prov ide  e f f i c i en t  f l ee t  u t i l i z a t ion .  
The  s y s tem works  us ing  f i xed  s i t e  or  mobi le  RF ID readers  tha t  read  the  embedded  da ta  on  the  
t ranspor ta t ion  RF ID  tags ,  wh ich  are  moun ted  on  veh ic l es .  Th i s  embedded  da ta  i s  cap tured  by  
the  reader  and  sen t  to  a  hos t  computer  tha t  records  the  passage  o f  t ag -equ ipped veh ic l es  in to  
or  ou t  o f  each  reader -equipped  termina l  loca t ion .   
 
 

 
S o u r c e :  w w w . t r a n s c o r e . c o m

 
These  RF ID  so lu t ions  can  he lp  companies  s t reaml ine  the i r  main tenance  opera t ions  per formed  

s tock s i tua t ion  i s  up loaded in  the  tag .  
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on  the  f l ee t .  These  so lu t ions  can  he lp  them ga in  con tro l  over  the  d i spa tch ,  p ick -up  and  
de l i ver y  processes ,  f rom loading  dock  to  gas  s t a t ions  and  back  aga in ,  by  a rming  the  dr i vers  
w i th  mob i l e  computers .  A l so ,  the  compan ies  w i l l  be  ab le  to  s t reaml ine  load p lann ing ,  rou t ing  
and  schedu l ing  and  e l imina te  cos t l y  mi s loads .  By  us ing  these  so lu t ions ,  companies  w i l l  be  
ab le  to  accura te l y  mon i tor  dr i ver  and  veh ic le  per formance  and  re lay  dynamic  rou t ing  
dec is ions  to  he lp  them reduce  the i r  cos t s ,  c rea te  new revenue  oppor tun i t ie s  and  increase  
produc t i v i t y .  Advanced  da ta  cap ture  t echnolog ies  l ike  RF ID ,  when  used  for  au tomat i c  
t rack ing ,  w i l l  a l so  cu t  ou t  cos t l y  paper -based  processes  by  e l imina t ing  the  need  to  main ta in  
the  s tock  de ta i l s  o f  the  t ankers .  When  the  t anker  arr i ves  a t  the  te rmina l  for  o f f load ing  the  we t  
s tock ,  the  da ta  i s  cap tured  f rom a  read-wr i te  RF ID  t ag  (embedded  in  the  t ruck)  and  the  f r esh  
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Retail :  Cashless transactions at Gas stations 

hno logy  prov ides  o i l  r e t a i l er s  w i th  
u tomat i c  recogn i t ion  o f  consumers  to  boos t  revenues ,  to  speed purchases ,  to  persona l i ze  

 the  re ta i l er—is  a  s i gn i f i can t  bene f i t .  Jus t  pass  
e  t ag  pas t  the  reader  and  the  t ransac t ion  i s  in i t i a ted .  The  un ique  ID  s tored  in  the  tag  i s  

 the  o i l  r e t a i l ers ,  r eaders  are  
ca ted  a t  po in t -o f - sa le  loca t ions  such  as  gas  pumps ,  check  ou t  coun ters  and  dr i ve - thru  

cur i t y  o f  the  card  and the  purchase  t ransac t ion  are  major  i s sues ,  espec ia l l y  
r  cred i t  card  t ransac t ions .  RF ID  can  prov ide  un ique  sa feguards .  F i r s t l y ,  s i l i con  based  RF ID  

 cards  mus t  be  rep laced  two  to  three  t imes  per  year .  Th is  
 no t  the  case  w i th  RF ID  tags ,  a s  there  a re  no  exposed  and  vu lnerab le  par t s  to  break  on  th i s  

the  ab i l i t y  to  prov ide  pre fer red  serv ices  to  each 
us tomer .  The  t ag  can  ind ica te  pre ferences ,  such  as  the  t ype  o f  fue l ,  amount  o f  fue l  requ ired  

 
S t a t e -o f - the -ar t  rad io  f r equency  iden t i f i ca t ion  (RFID)  t ec
a
serv ices ,  to  crea te  au tomated  loya l t y  programs ,  and  to  bu i ld  new marke t ing  too ls .   App ly ing  
RF ID  t echno logy  to  consumer  re ta i l  f ue l ing  i s  a  log ica l  nex t  s tep  a f te r  i t  has  been  used 
ex tens i ve l y  for  re ta i l  appl i ca t ions .   O i l  re t a i l ing  f i rms  can  t eam up  w i th  fue l  d i spenser  
manufac turers  to  deve lop  a  h igh ly  func t iona l ,  accura te ,  robus t  s y s t em tha t  prov ides  speed  
and e f f i c i ency  a t  the  pump,  and  makes  i t  s imp ler  for  the  cus tomer .  
 
Bene f i t s  to  both  Customers  and Reta i lers  
 
RF ID  s impl i c i t y—both  to  the  cus tomer  and to
th
reg is te red  to  a  cus tomer  and  can  be  l inked  to  any  pre ferred  cred i t  card .  From the  cus tomer ’s  
po in t  o f  v iew ,  inpu t  i s  min imal .  Once  he /she  reg i s te r s  for  the  tag ,  tha t ’ s  i t .  The  cus tomer  
does  no t  r e -reg i s t er  a t  each  re ta i l  ou t le t  tha t  uses  the  sys tem.  
 
Tags  and  readers  are  op t imized  for  re ta i l  env i ronments .  For
lo
windows .  They  can  be  in t egra ted  w i th  the  ex i s t ing  POS  or  s t and-a lone .  S ince  ind iv idua l  
t ransac t ions  a re  logged  a t  the  po in t  o f  sa le  w i thou t  cus tomer  in te r ven t ion ,  re t a i l er s  can  
unobtrus i ve l y  co l l ec t  and  s tore  v i t a l  in forma t ion  on  cus tomer  buy ing  pa t te rns .  A t  th i s  po in t ,  i t  
i s  up  to  the  re t a i l er  to  ana l y ze  and use  the  da ta  crea t i v e l y  in  des ign ing  new se l l ing  
oppor tuni t i e s .  
 
Ensur ing  the  se
fo
tags  are  d i f f i cu l t  and  cos t l y  to  copy .  In  addi t ion ,  RF ID t ags  have  a  propr ie ta r y  
cha l lenge /response  au thent i ca t ion  fea ture  tha t  inc ludes  a  secre t  key ,  a  f i xed  a l gor i thm,  and  
the  genera t ion  o f  a  un ique  d ig i ta l  s i gna ture  for  each  t r ansmis s ion  be tween  the  t ag  and  the  
reader .  The  hos t  s y s t em per forms  the  same  a lgor i thmic  ca lcu la t ion  as  the  t ag .  When the  two  
so lu t ions  match ,  the  tag  i s  deemed  au thent i c  and  a  t ransac t ion  i s  processed .  Surpr i s ing l y ,  
th i s  who le  sequence  o f  even ts  t akes  p lace  in  mi l l i s econds .  Th is  i s  deemed more  secure  than  
conven t iona l  c red i t  card  me thods .  
 
I t  i s  e s t ima ted  tha t  magne t i c  s t r ipe
i s
rugged  dev ice .  Th is  i s  t rue  o f  reader  e l ec t ronics ,  as  we l l ,  t ha t  are  kep t  sa f e  ins ide  a  c losed  
box .  There  are  no  inser t ion  poin t s  to  ge t  damaged ,  a s  w i th  card  readers .  The  l i f e t ime 
inves tment  and  ongoing  ma in tenance  cos t s  for  RF ID  i s  be low tha t  o f  the  known a l t erna t i v e  
cho ices  l ike  magne t ic  s t r ipe  s ys tems .  
 
An  RFID sys tem can  g i ve  gas  s t a t ions ,  
c
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to  be  f i l l ed  each  t ime—prov id ing  the  v i s i tor  a  t ru l y  cus tomized  exper ience .  RF ID  so lu t ions  
for  o i l  r e t a i le r s  can  be  cus tomized  to  a  company ’s  bus iness  s t ra t egy  wh i l e  remain ing  cos t -
e f fec t i v e .  In  f ac t ,  RF ID  so lu t ions  can  be  bu i l t  on  ex i s t ing  in f ras t ruc tures ,  ex tend ing  and 
op t imiz ing  company  asse t s .  The  o i l  r e t a i le r s  can  have  the  ab i l i t y  to  iden t i f y  the i r  mos t  
pro f i t ab le  cus tomers .  A  loya l ty  program bu i l t  on  recogni z ing  and  then  reward ing  these  mos t  
pro f i t ab le  consumers  i s  a  na tura l  f i t  fo r  RF ID .   
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As  a  da ta  co l lec t ion  too l ,  the  RF ID  tags  prov ide  be t t er  in forma t ion  about  cus tomers—that  i s ,  

anagement of equipment servicing & corrective actions

the  wha t ,  where ,  and  when  o f  each  t r ansac t ion .  The  more  the  knowledge  o f  the  ind iv idua l  
t r ansac t ion ,  the  more  ab le  an  o i l  r e t a i ler  i s  to  improve  ser v ice ,  and  ga in  repea t  bus iness  and 
increased  revenues .  The  use  o f  th i s  RFID  techno logy  can  he lp  a t t rac t  and  re ta in  cus tomers  
and  mul t ip l y  sa l es .  A  US  based  O i l  g ian t  i s  a l ready  us ing  th i s  techno logy  a t  the i r  fue l  pumps  
s ince  1997,  to  speed re ta i l  gaso l ine  and produc t  purchases .   
 
M  

ne  corpora te  measure  o f  opera t iona l  exce l lence  i s  equ ipmen t  re l i ab i l i t y .  Rea l  t ime 

i l  carrying Trucks/Tankers cleaning regime

 
O
managemen t  o f  equ ipmen ts ,  u t i l i z ing  RF ID  techno logy ,  can  improve  the  equipment  
ma in tenance  process  by  qu ick ly  prov id ing  cr i t i ca l  personne l  w i th  the  in forma t ion  necessary  
to  manage  the  equipmen ts .  Downt ime  o f  the  equipmen ts  can  be  min imized  by  ensur ing  f i xes  
a re  made  only  when  necessary  — ra ther  than  according  to  a  pre -es tab l i shed  p lan .  Equipment  
re l iab i l i t y  i s  increased  through  the  power  o f  knowledge .  As  ma in tenance  i s  per formed  on  the  
equipmen ts ,  i t  i s  recorded on  the  RF ID  t ag .  Opera tors  and  end  users  can  v iew  the  equipment  
ma in tenance  h i s tory  f rom a  web-based  t ermina l  or  an  RF ID  reader .  The  t ime  lag  re la ted  to  
the  paper  t ra i l  and  subsequen t  t ime  for  da ta  en t r y  o f  curren t  ma in tenance  opera t ions  i s  
comple te l y  e l imina ted .   
 
O  

ehic le -per formance  da ta  can  a l so  be  made  ava i l ab le  by  s impl y  read ing  the  t ruck’ s  RF ID  t ag  

estricted areas access management

 
V
and  the  ma in tenance  ac t i v i t i e s  can  be  p lanned accord ing l y .  Us ing  RF ID  t echno logy ,  
t echn ic ians  have  immedia te  access  to  in forma t ion  abou t  ma in tenance  h i s tory  o f  t rucks  and 
t ankers ,  par t s  a va i lab i l i t y  and  repa ir  ins t ruc t ions .  The  tag  can  s tore  in forma t ion  l ike  las t  
c l eaned  da te ,  the  f requency  o f  c lean ing  requ ired ,  due  da te  for  p lanned  c lean ing ,  the  age  o f  
the  t anker  e t c .  The  c lean ing  reg ime  o f  the  veh ic le  can  thus  be  ma in ta ined  as  per  the  p lan .  
 
R  

ersonne l ’ s  t r ack ing  i s  ye t  another  area  where  RFID can  f ind  appl i ca t ion .  RF ID  t ags  can  be  

rack of customer purchases (goods sold at convenience stores)

 
P
used  in  p lace  o f  smar t  cards  w i th  the  readers  dep loyed  a t  d i f f e ren t  en t ry /ex i t  po in t s  o f  
impor tan t  areas ,  wh i l e  the  employees  o f  the  f i rm can  be  asked  to  carr y  the  t ag  ( in  some 
cas ing) .  RF ID t ags  can  be  used  for  cen tra l i z ed  managemen t  and  t rack ing  o f  spec ia l  res t r ic t ed  
a reas  on  the  o f f shore  r igs  or  in  the  o i l  r e f iner ies .  These  can  a l so  be  used  for  i s suance  o f  
access  permi t s  to  d i f f eren t  l eve l  res t r ic ted  areas .  To  enab le  rap id  response  dur ing  an  
emergency ,  loca t ion  o f  the  key  personne l  can  be  qu ick ly  iden t i f i ed ,  and the  employees  
working  in  cr i t i ca l  or  sens i t i v e  areas  can  be  t racked  con t inuous l y .  F ina l l y  the  app l i ca t ions  
bu i l t  a round  can  be  used  for  genera t ion  and  ana ly s i s  o f  repor t s  on  en tr y  permi t s  and  the  
ana ly s i s  o f  t er r i tor i a l  d i s t r ibu t ion  o f  s t a f f  a t  d i f f eren t  per iods  o f  t ime ,  w i th  the  poss ib i l i t y  o f  
t r ack ing  s ta f f  members ’  ind iv idua l  movemen ts .  Ac t i veWave  i s  one  o f  the  compan ies  which  are  
engaged in  deve lop ing  so lu t ions  for  access  cont ro l  and  personne l  t r ack ing .  
 
T   

oday ,  loya l t y  has  very  l i t t l e  to  do  w i th  the  reason  why  cus tomers  s top  a t  conven ience  s tores .  
 
T
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Ins tead ,  i t ’ s  usua l l y  the  loca t ion .  Because  cus tomers  are  name less ,  on  the  go ,  and  expec t  f as t  
ser v ice ,  there  i s  l i t t l e  oppor tun i t y  to  es t ab l i sh  a  re la t ionsh ip  or  encourage  repea t  bus iness .  
RF ID  prov ides  the  ab i l i t y  no t  on ly  to  speed  the  process  o f  ser v ic ing  the  cus tomer ,  bu t  a l so  to  
iden t i f y  them.  The  cus tomer  in forma t ion ,  wh ich  usua l l y  goes  un-captured ,  i s  now access ib le  
because  o f  the  cross  ma tch ing  be tween the  cred i t  card  number  and  the  un ique  cus tomer  ID  
s tored  on  the  s y s tem.  Once  these  cus tomers  are  iden t i f i ed ,  regu lar s  can  be  rewarded  wi th  
loya l t y  po in t s  or  w i th  d i scoun ts  on  spec ia l  promot ions .  The  un ique  ID  s tored  in  the  tag  i s  



 

B L E N D I N G  O I L  W I T H  R F I D  

reg i s te red  to  a  cus tomer  and  can  be  l inked  to  any  pre ferred  cred i t  card  jus t  in  the  same way  
a s  was  done  to  carr y  ou t  t ransac t ions  a t  the  fue l  ou t le t s .  Once  cus tomer  reg i s ters  for  the  tag ,  
i t  does  no t  r e - reg i s ter  a t  each  conven ience  s tore  tha t  uses  the  s ys tem.  
 
For  conven ience  s tores  and  dr i ve  thru  out l e t s  a t  gas  s ta t ion ,  RF ID  a l so  o f fe r s  the  un ique  

sset management and tracking

abi l i t y  to  d i scre te l y  know ever y  cus tomer  and  every  purchase .  Marke t ing  takes  on  more  
prec i s ion ,  add ing  to  pro f i t ab i l i t y .  Re ta i l ers  o f  d i f f eren t  segment s  a t  the  C -s tores  can  form 
a l l i ances  so  tha t  cus tomers  can  use  the  same  t ag  a t  d i f f eren t  ou t le t s .  S tored  in format ion  
abou t  cus tomers ’  pre ferences  a l so  prov ides  the  oppor tun i t y  to  humanize  the  t ransac t ion—
even  when  ga in ing  economies  o f  s ca le  f rom o f fer ing  the  same  serv ices  cons i s ten t l y  na t ionwide  
or  even  g loba l l y .  One  o f  the  l arge  foods  g ian t  in  the  US  has  t i ed  up  w i th  Oi l  Company  to  
prov ide  cus tomers ,  an  op t ion  to  make  paymen t  through  the  RFID  t ags  a t  the i r  dr i ve  thru  
ou t le t s  loca ted  a t  gas  s t a t ions .  Cus tomers  po in t  the i r  key  r ing  tags  to  the  readers  p laced  a t  
the  paymen t  coun ter ,  as  they  t ake  the i r  de l i ver y ,  the  s y s tem automat ica l l y  b i l l s  purchases  to  
the  cred i t / check  card  o f  cus tomer ’s  cho ice .  Texas  Ins t ruments  in  conjunc t ion  w i th  o ther  
t echnology  p layers  l ike  2Scoo t  s y s t ems  and  FreedomPay  prov ide  s ys tems  for  cash less  
t ransac t ions  and cus tomer  t r ack ing .  
 
A  

ue  to  the  h igh  cos t  o f  t r ack ing  and  t ranspor t ing  a s se t s  across  remote  exp lora t ion  s i t es ,  

F ID  i s  o f ten  descr ibed  as  the  la tes t  e vo lu t ion  in  asse t  management  t echnology .  RF ID  tags  are  

o  success fu l l y  ex i s t  in  the  d i verse  wor ld  o f  o i l  and  gas ,  an  asse t  managemen t  so lu t ion  mus t  

emote  moni tor ing  o f  the  loca t ion  and  s t a tus  o f  phys ica l  asse t s ,  t hrough RF ID ,  a ides  

F ID  prov ides  opera tors  w i th  improved  as se t  v i s ib i l i t y  and  in forma t ion  va l id i t y  resu l t ing  in  

 
D
companies  in  the  o i l  and  gas  indus t r y  are  overs tock ing  as se t s  to  min imize  downt ime  and 
de lay s  a t  work  s i t es .  Overs tock ing  work  s i t es  i s  ex t reme ly  expens i ve  and  compan ies  are  
search ing  for  a  cos t  e f f ec t i v e  so lu t ion  to  manage  as se t  a l loca t ion  and  thereby  reduce  the  need  
to  over s tock  expens i ve  equipmen t .  
 
R
p laced  on  asse t s  such  as  inven tory  or  equipmen t .  These  tags  s tore  da ta  impor tan t  to  the i r  
r espec t i ve  asse t  and  are  ac t i va t ed  by  an  RF ID  reader  wh ich  then communica te s  and  upda tes  
the  da ta  to  a  worker ,  da tabase ,  or  v i r tua l l y  any  o ther  a s se t  managemen t  in t er face .   
 
T
prov ide  seamless  in tegra t ion  in to  curren t  opera t ing  s y s tems  and  be  access ib le  in  rea l - t ime ,  a t  
a  low  cos t .  RF ID  technology  i s  an  inexpens i ve  so lu t ion  wi th  the  ab i l i t y  to  cap ture  and 
t ransmi t  mis s ion-cr i t i ca l  asse t  in forma t ion  throughou t  the  exp lora t ion  and  produc t ion  
l i f ecyc le .  As se t  management  personne l  can  access  up- to -da te  asse t  in format ion  l ike  asse t  
purchase  in forma t ion ,  ma in tenance  con trac t  in forma t ion ,  in forma t ion  on  the  depar tmen t  to  
wh ich  i t  be longs  and  in forma t ion  on  ins ta l la t ion  loca t ions  and  a l so  t r ack  the  a sse t  loca t ion  
f rom any  computer  w i th  in te rne t  access .   
 
R
managemen t  in  making  cruc ia l  dec i s ions  on  asse t  dep loyment  based  on  accura te  and  t imely  
a s se t  in format ion ;  thus ,  e l imina t ing  the  necess i t y  to  dep loy  a  comple te  inven tory  to  each  
exp lora t ion  and  produc t ion  s i te .  
 
R
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e f fec t i v e  dec is ion  suppor t  for  t ime ly  cross  pro jec t  asse t  a l loca t ion .  Rea l - t ime  in forma t ion  i s  
a va i l ab le  to  management  to  make  dec i s ions  regard ing  asse t  procurement ,  supp ly ,  dep loymen t  
and  re t i remen t .  Asse t  managemen t  so lu t ions ,  invo l v ing  RF ID  techno logy ,  focus  on  increased  
access  to  curren t ,  v a l id  in forma t ion  and  t ime ly  dec is ion  mak ing .  Swordf i sh  i s  one  such 
company  which  i s  focused  on  de l i ver ing  as se t  and  equ ipment  iden t i f i ca t ion  so lu t ions  for  f i e ld  
ser v ice  compan ies  tha t  are  cha l lenged  w i th  the  iden t i f i ca t ion  and management  o f  a s se t s  and  
equipmen t  in  a  d i s t r ibu ted  and dynamic  opera t ing  env i ronment .  
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Gas cylinder tracking throughout the supply chain 

F ID  based  so lu t ions  can  a l so  be  used  for  re l iab le  iden t i f i ca t ion  and  t rack ing  o f  indus t r ia l  or  

F ID  tagg ing  on  cy l inders  no t  on ly  preven ts  the f t ,  damage  and  loss  o f  cy l inders ,  bu t  i t  a l so 

 
R
domes t i c  gas  cy l inders .   Hand-whee l /shroud  RFID  t ags  a re  employed  for  iden t i f y ing  gas  
cy l inders  e i ther  ind iv idua l l y  or  in  who le  sh ipments  on  the  back  o f  t rucks  or  in  pa l le t s .  
Cy l inders  can  thus  be  t racked throughou t  the ir  l i ves ,  f rom the  f i l l ing  p lan t  through the  
de l i ver y  cyc le  back  to  the  owner ,  w i th  rea l - t ime de l i ver y  o f  f eedback  to  management  
in forma t ion  s y s tems .   
 
R
he lps  to  improve  the  supp ly  cha in  processes  by  ensur ing  tha t  the  correc t  cy l inders  are  loaded 
and de l i vered  and  tha t  c y l inders  don’ t  s t a y  w i th  cus tomers  longer  than  necessary .  Hand-wheel  
t ag  can  be  eas i l y  re t ro f i t t ed  on  the  o ld  cy l inders  in  use  and  the  new cy l inders  can  be 
manufac tured  w i th  the  tags  a l ready  par t  o f  them.   
 

 
S o u r c e :  w w w . a c - c o r p o r a t i o n . c o m

 
ong  range  read ing  i s  done  e i ther  by  overhead  por ta l  readers  for  t rucks  and  fork l i f t s  or  by  

he  RFID  tagg ing  on  cy l inders  can  be  used  to  t rack  the  fo l lowing  in format ion  

 Manufac turer  In forma t ion  (Ser ia l  number ,  mode l ,  working  &  t es t  pressures  and  o ther  

 format ion  (Asse t  or  inven tory  number ,  asse t  rece ip t  da te  and  curren t  

 In format ion  (Key  sa fe t y  re la t ed  da ta ,  t ype  o f  inspec t ion ,  re te s t  and  repa ir ,  

 l l ,  t ype  

RF ID  implemen ta t ion  prov ides  improved  asse t  v i s ib i l i t y  to  the  gas  supp l iers  and  

L
handhe ld  readers  w i th  w i re les s  LAN .  Both  readers  l ink  to  a  cen tra l  da tabase .  The  tags  used  
for  such  app l i ca t ions  have  to  be  env i ronmenta l l y  t e s t ed  and supposed  to  surv i ve  a l l  expec ted  
t empera ture  and  wea ther  ex t remes .  The  key  a t t r ibu te  o f  the  RF ID  tag  used  i s  tha t  i t  p rov ides  a  
robus t  loca l  and  secure  read-wr i te  da ta  cache ,  wh ich  a lways  con ta ins  the  mos t  r ecen t  
in forma t ion  per t inen t  to  the  cy l inder .   
 
T

OEM in format ion)   
Asse t  Management  In
loca t ion)   
Inspec t ion  
da te  and loca t ion  o f  l a s t  inspec t ion  and  re tes t ,  da te  o f  the  nex t  inspec t ion)   
Cy l inder  F i l l ing  In forma t ion  (Curren t  cy l inder  conten t s ,  da te  and  p lace  o f  l a s t  re f i
o f  gas ,  f i l l  p ressure ,  f i l l  coun ter  to  de termine  the  number  o f  f i l l s  in  l i f e  t ime  e tc)   
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manufac turers  and  hence  can  be  used  to  make  dec i s ions  on  the  supp ly .  The  in forma t ion  made  
ava i l ab le  can  a l so  be  used to  t ake  dec is ions  on  the  re t i remen t  (rep lace  the  cy l inder  a f t er  i t s  
l i f e t ime) .   The  bene f i t s  can  a l so  accrue  f rom t rack ing  the  end cus tomers  and  the i r  usage  
pa t t erns .  The  supp l iers  wou ld  a l so  be  ab le  to  preven t  p i l f erage / the f t s  us ing  RFID  so lu t ions .  
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There  are  lo t s  o f  t echnology  p layers  compe t ing  in  th i s  space ,  Laud is  Sys t ems ,  Ava ta r  par tners  
and Tagsys  are  few o f  them.  
 
 

RFID CHALLENGES AND RISKS 
 
A  number  o f  cha l l enges  are  curren t l y  h inder ing  w idespread adop t ion  o f  RF ID  in  the  
marke tp lace .  These  cha l l enges  can  pose  s ign i f i can t  r i sks  to  the  compan ies  as  they  cons ider  
RF ID  adop t ion .  In  order  to  deve lop  success fu l  mi t iga t ion  s t ra teg ies ,  a l l  th ree  t ypes  o f  these  
obs tac les  –  economic ,  t echn ica l  and  implementa t ion  –  mus t  be  care fu l l y  examined .  
 
Economic Challenges 
 
For  many  companies ,  the  cos t  o f  t ags  and  suppor t ing  RF ID  equ ipment  (e .g .  r eaders ,  
encoders ,  and  IT  hardware)  remains  a  barr ie r  to  adop t ion .  A t  presen t ,  t ags  a re  fa r  more  
expens i ve  than  barcodes .  However ,  growing  demand  i s  expec ted  to  br ing  cos t s  down f rom the  
curren t  30-80  cen ts  per  pass i ve  t ag  to  an  es t ima ted  5 -10  cen ts  per  t ag  over  the  nex t  three  to  
four  years .  As  the  cos t  o f  t ags  dec l ines ,  the  compan ies  w i l l  l i ke l y  chose  to  adop t  the  new 
RFID t echno logy .   
 
In i t i a l l y ,  i t  can  be  d i f f i cu l t  f o r  compan ies  to  v iew  RFID  f avorab ly  due  to  the  po ten t i a l l y  h igh  
cos t s .  The  long - term cha l lenge ,  however ,  invo lves  de termin ing  whe ther  or  no t  downs tream,  
in te rna l  RF ID  in i t i a t i ves  can  genera te  adequa te  ROI  to  warran t  mov ing  beyond  bas ic  
compl iance  or  secur i t y  requ iremen ts  for  the  compan ies .   
 
To  de termine  i f  and when  to  inves t  in  RF ID ,  compan ies  should  deve lop  a  thorough  bus iness  
case  tha t  as sesses  a l l  o f  the  bene f i t s .  These  bene f i t s  inc lude  the  ab i l i t y  to  prov ide  new 
serv ices  to  cus tomers  and  the  v i s ib i l i t y  o f  equ ipment s  in  premises .  Compan ies  who  do  not  
conduc t  a  comprehens i ve  bus iness  case  cou ld  fa l l  beh ind  the i r  compe t i tor s ,  as  the  cos t  
pressures  moun t  on  them.  
 
Technical Challenges 
 
Severa l  t echn ica l  i s sues  surrounding  the  RF ID  marke tp lace  a l so  pose  cha l lenges .  Whi l e  
indus t r y  and  government  manda tes  are  dr i v ing  change ,  the  marke tp lace  for  RF ID  t echno log ies  
s t i l l  r emains  no is y  and  immature .  Advances  have  been  made  in  hardware ,  bu t  the  marke tp lace  
i s  s t i l l  in  the  ear l y  s tages  o f  deve lopment .  The  ab i l i t y  o f  many  middleware  s y s tems  to  process  
t ag  da ta  and in te rconnec t  e f f i c ien t l y  to  l egacy  s y s tems  wi thou t  s ign i f i can t  e f for t  rema ins  
unproven .   RF ID  middleware  i s  a  so f tware  l ayer  tha t  res ides  be tween  RF ID  hardware  and  the  
ex i s t ing  back-end s y s tem or  appl ica t ion  so f tware .  I t  t akes  ou t  da ta  f rom the  RF ID  in tegra tors  
and  f i l t e r s  i t .  I t  then  aggrega tes  i t  and  rou tes  i t  t o  en terpr i se  app l ica t ions  l ike  ERP e tc .  One  
o f  the  mos t  s i gn i f i can t  cha l lenges  in  crea t ing  midd leware  i s  tha t  companies  are  rush ing  to  
adop t  RF ID  w i thout  knowing  a l l  the  fu ture  app l ica t ions  o f  the  da ta .  Th is  scenar io  has  led  
middleware  prov iders  to  use  a  d i s t r ibu ted  arch i t ec ture  tha t  w i l l  work  for  ear l y  adop ters  and 
s t i l l  a l low  for  fu ture  app l ica t ions .  
 
Fur thermore ,  s tandards  need  to  be  es tab l i shed around  E lec t ron ic  Produc t  Codes  (EPC) ,  wh ich 
are  used  by  RF ID .  Whi l e  these  s t andards  are  coming  c loser  to  rea l i t y ,  t hey  rema in  an  
unreso l ved  top ic ,  w i th  supp l i e r s  and cus tomers ,  a t  presen t ,  be ing  forced  to  choose  one  
s tandard  over  ano ther .   
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In  add i t ion ,  the  RF ID  vendor  landscape  i s  s t i l l  e vo l v ing .  Many  mid-s i ze  and  sma l l  vendors  are  
l ike l y  to  conso l ida te  in  the  nex t  f ew  years  or  s imply  go  ou t  o f  bus iness .  B ig  technology  
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p l ayers  have  recen t l y  purchased  some sma l l ,  bu t  v i s ib l e ,  RF ID  vendors  in  an  e f for t  t o  
domina te  th i s  e vo lv ing  techno logy .  Th is  behav ior  w i l l  l i ke l y  con t inue  to  increase  un t i l  a  f ew  
key  p layers  remain .   
 
O i l  &  gas  companies  w i l l  need  to  care fu l l y  se lec t  the i r  t echno logy  par tners  to  ensure  ongoing  
capabi l i t i e s  for  the  fu ture .  Th i s  means  tha t  companies  w i l l  need  to  ob jec t i ve l y  per form due  
d i l i gence ,  examin ing  vendors ’  f i nanc ia l  v i ab i l i t y  as  we l l  as  the i r  t echnolog ica l  s t reng ths .  As  
marke t  conso l ida t ion  occurs ,  compan ies  mus t  reassess  the i r  vendor  and  t echnology  
se l ec t ions  to  ensure  ex tendib i l i t y  o f  the i r  RF ID  arch i tec tures .  
 
Implementation Challenges 
 
RFID  implemen ta t ions  can  be  complex ,  touch ing  mul t ip le  po in t s  across  the  en terpr i se  as  we l l  
a s  throughout  the  supp ly  cha in .  Implemen ta t ion  r i sks  can  be  mi t iga ted ,  however ,  through  
proper  p lanning  and  by  bu i ld ing  upon  bes t  prac t i ces .  Much  o f  the    imp lementa t ion  
complex i t y  ar i ses  because  RFID  s y s tems  genera te  subs tan t i a l  vo lumes  o f  da ta .   
 
RF ID  reader  ne twork  genera tes  l arge  se t  o f  even t  da ta .  Th is  i s  because  an  ar ray  o f  RF  readers  
i s  p laced  in  the  se tup  to  ca tch  the  RF  waves  f rom the  t ag  cont inuous l y .  The  cha l l enge  however  
i s  how to  dea l  w i th  th i s  humungous  da ta .  Cap tured da ta  i s  f i l t e red  to  remove  any  bas ic  
dup l i ca te / redundan t  se t s .  Da ta  f rom d i f f e ren t  readers  i s  conso l ida ted  ups t ream to  reach  the  
da ta  management  l a yer .  Th is  conso l ida ted  and  pre -computed  da ta  has  to  be  managed  in  
da tabases /da ta -warehouses .  Fur ther ,  the  da ta  management  op t imiza t ions  are  per formed on  
th i s  da ta  for  e f fec t i v e l y  us ing  i t  a f t erwards .  
 
In  add i t ion  to  the  cha l l enges  o f  s ynchron iz ing  da ta  w i th  ex i s t ing  s y s t ems ,  compan ies  wi l l  
e ven tua l l y  demand acces s  to  th i s  in forma t ion .  Consequen t l y ,  energy  companies  and  the i r  
supp l i ers  w i l l  need  to  redes ign  the i r  in forma t ion-shar ing  and da ta  management  processes  and  
po l ic ies .  They  w i l l  a l so  need to  fur ther  in tegra te  the i r  ex i s t ing  en terpr i se  app l ica t ions  to  
f ac i l i t a t e  da ta  exchange .  RF ID  based  da ta  should  be  r i gh t l y  forma t ted  and  packaged  for  
En terpr i se  app l ica t ions ’  consumpt ion .  Th is  packag ing  o f  da ta  can  be  brought  abou t ,  us ing  
and  op t imiz ing  the  da ta  warehous ing  so lu t ion .  Data  ana ly t i cs  can  be  per formed on  th i s  da ta  
us ing  an  ETL  eng ine .   
 
Thus ,  a  company  mus t  as sess  i t s  ex i s t ing  in f ras t ruc ture  no t  on ly  for  i t s  ab i l i t y  to  in t egra te  
and  u t i l i z e  RF ID  genera ted  in forma t ion ,  bu t  a l so  for  i t s  ab i l i t y  to  accommoda te  fu ture  
t echnology  evo lu t ion  (e .g .  s y s tem f l ex ib i l i t y ,  s ca lab i l i t y ,  e tc .) .  A l so ,  a  company ’ s  RF ID  
so lu t ion  shou ld  be  des igned  as  an  in tegra l  par t  o f  i t s  ex i s t ing  en terpr i se  app l ica t ions  
por t fo l io  in  order  to  ex t rac t  max imum bene f i t  f rom an  RFID  deploymen t .  

Wipro Technologies Page 13 of 17 

 



 

B L E N D I N G  O I L  W I T H  R F I D  

There  a re  cer t a in  phys ica l  cha l l enges  (par t  o f  implementa t ion  cha l l enges)  tha t  are  
proh ib i t ing  the  pro l i f e ra t ion  o f  RF ID .  Some examples  o f  phys ica l  cha l lenges  are  g i ven  be low:  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
A l though  the  exper t i s e  i s  l im i t ed ,  eng ineer ing  bes t  prac t ices  can  remedy  a l l  o f  these  
cha l lenges .  
 
Ano ther  a t t r ibu te  o f  RF ID implemen ta t ions  tha t  c rea tes  r i sk  i s  the  t echno logy ’ s  pervas i ve  
impac t  throughou t  the  organ iza t ion .  RF ID  implemen ta t ions  mus t  be  accompanied  by  
appropr ia t e  changes  in  bus iness  processes  in  order  to  reduce  cos t s ,  increase  revenue ,  
op t imize  asse t  u t i l i za t ion  and  enhance  sa fe t y  and  qua l i t y .  Th is  inc ludes  the  redes ign  o f  some 
o f  the  supply  cha in  processes  and  a l tera t ion  o f  suppor t ing  tasks  and func t ions .  
 
Employees  a t  many  l eve l s  o f  an  organ iza t ion  w i l l  be  requ ired  to  ad jus t  and  learn  new sk i l l s .  
A s  a  resu l t ,  an  e f f ec t i ve  change  managemen t  program mus t  accompany  any  RF ID  in i t i a t i ve .  
Ac t i ve  managemen t  o f  communica t ions ,  t ra in ing ,  commi tmen t -bu i ld ing ,  per formance  
measuremen t  and overa l l  change  l eadersh ip  i s  jus t  as  impor tan t  to  a  pro jec t ’ s  success  as  the  
imp lementa t ion  o f  the  t echno logy  i t s e l f .   
 
Compan ies  face  addi t iona l  RF ID  implemen ta t ion  cha l lenges  re l a ted  to  the  presen t  shor tage  o f  
a va i l ab le  RF ID  resources .  As  a  resu l t  o f  th i s  scarc i t y ,  compan ies  mus t  make  an  ex t raord inary  
commi tmen t  to  re t ra in ing  the i r  s t a f f  members  and  by  re ta in ing  ou ts ide  exper t i s e  when  
necessary  to  mee t  the i r  ob jec t i ves  and to  comple te  pro jec t s  w i th in  the  des i red  t ime frames .  
Assoc ia t ions  l ike  CompTIA  (Comput ing  Technology  indus t r y  assoc ia t ion)  i s  he lp ing  indus t r y  
to  prepare  a  poo l  o f  sk i l l ed  workers  who  w i l l  t ake  cen ter -s tage  when  the  t ime  to  sh i f t  t o  RF ID 
approaches ,  by  o f fer ing  cer t i f i ca t ion  courses .  The  be ta  exam can  be  g i ven  by  those  who  have  
be tween  ha l f  a  y ear  and  two year s  o f  exper ience  in  the  RF ID sec tor .  Upon success fu l l y  
c l ear ing  the  exam,  the  examinee  w i l l  become a  cer t i f i ed  CompTIA  RFID  pro fess iona l .  
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RFID Physical Challenges 

Occurs when readers at different points along the supply chain receive 
inconsistent information from the same tag. 

Inconsistent 
Data 

Occurs when ambient conditions where tag is placed, distort the 
electromagnetic signals sent by the tag and/or reader. 

Signal 
Interference & 
noise 

Occurs when one reader receives signals that have reflected back from
multiple tags at the same time. This confuses the reader because it 
cannot distinguish between the tags.  

Tag Collision 

Occurs when multiple readers placed in closed vicinity attempt to read 
the same tag at the same time 

Reader Collision 



 

B L E N D I N G  O I L  W I T H  R F I D  

STEPS FOR RFID BUSINESS CASE 
 
Energy  compan ies  should  do  a  thorough  ana ly s i s  o f  any  RF ID  implemen ta t ion .  The i r  ana ly s i s  
shou ld  revea l  whe ther  i t  shou ld  go  forward  w i th  some form o f  RF ID  adop t ion  or  no t .  As  a  
nex t  log ica l  s t ep  they  should  be  deve lop ing  a  bus iness  case  suppor t ing  the  implemen ta t ion . 
The  fo l lowing  are  cr i t i ca l  s t eps  in  deve lop ing  an  RF ID  bus iness  case :  

 Iden t i f y  o i l  supp ly  cha in  pa in  po in ts  and  bus iness  i s sues  

 Deve lop  mode l(s)  to  quan t i f y  the  RF ID-re la ted  improvemen t  oppor tun i t y  for  each  pa in  
po in t  and  i s sue  

 Anal y ze  the  f inanc ia l  cos t /bene f i t  impac t  o f  each  RF ID  re la t ed  oppor tuni t y  in  the  indus t r y  

 Deve lop  a  por t fo l io  v i ew  o f  the  co l lec t i v e  oppor tun i t i es  

 S tra teg ica l l y  a s sess  the  por t fo l io  to  de te rmine  overa l l  r i sks ,  bene f i t s ,  cos t s ,  and  o ther  
impac ts  

These  s t eps  w i l l  he lp  the  energy  companies  to  ensure  tha t  i t s  RF ID  t rans forma t ion  e f for ts  
suppor t  one  or  more  o f  the  pr imary  dr i vers  o f  shareho lder  va lue :  

 Increased  revenue  

 Reduced  opera t ing  cos t s  

 Opt imized  as se t  u t i l i z a t ion  

 Enhanced qua l i t y  and r i sk  cont ro l  

CONCLUSION  
 
In  today ’ s  marke tp lace ,  many  energy  companies  are  i l l  equ ipped  to  manage  a  new genera t ion  
o f  r i sks .   These  new r i sks  a long  wi th  the  cos t  sav ing  po ten t i a l ,  make  now the  per fec t  t ime  for  
the  compan ies  in  the  o i l  &  gas  indus t r y  no t  on ly  to  t ake  an  in  dep th  look  a t  bu t  a l so  to  
embrace  the  newer  techno log ies  l ike  RF ID .  On  the  one  hand the  bene f i t s  f rom RFID  
implementa t ions  can  be  huge ,  on  the  o ther  hand  companies  need to  overcome the  cha l l enges  
h inder ing  the  adop t ion  o f  such t echno logy .   
 
Compan ies  need to  recogn ize  tha t  they  can  mee t  w i th  cha l lenges  wh i le  dec id ing  on  these  
adop t ions  bu t  ear l y  adop ters  to  the  RF ID  technolog ies  w i l l  s ee  increas ing  bus iness  va lue  over  
t ime as  they  overcome the  in i t i a l  hurd les .  For  the  in tegra ted  energy  compan ies  the  bene f i t s  o f  
RF ID  implemen ta t ions  can  be  huge .  These  companies  can  ga in  compe t i t i v e  advan tage  by  
adop t ing  th i s  t echnology  a t  i t s  nascent  s tage .    
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ACRONYMS 
 
BI  –  Bus iness  In te l l i gence  

CRM –  Cus tomer  Re la t ionsh ip  Management  

C - s tores  –  Conven ience  s tores  

EPC  –  E lec t ron ic  Produc t  Code  

ERP  -  En terpr i se  Resource  P lann ing  

ETL  –  Ex t rac t ,  Trans form and Load  

IT  -  In format ion  technology  

POS  –  Po in t  o f  Sa le  

RF ID  –  Rad io  Frequency  Iden t i f i ca t ion  

ROI  –  Re turn  On  Inves tmen t  

SCM -  Suppl y  Cha in  Management  
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